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1 PROCEEDINGS

2 (11:04 a.m.)

3 CHIEF JUSTICE REHNQUIST: We’ll hear argument

4 next in No. 01-488, Timothy Stuart Ring v. Arizona.

5 Mr. Hurwitz.

6 ORAL ARGUMENTOF ANDREWD. HURWITZ

7 ON BEHALF OF THE PETITIONER

8 MR. HURWITZ: Mr. Chief Justice, and may it

9 please the Court:

10 In Apprendi v. New Jersey, this Court held that

11 the Sixth Amendment guarantee of jury trial extends to the

12 finding of any fact that exposes the defendant to a

13 greater sentence than he could have received on the basis

14 of the jury verdict alone. We submit that that principle

15 controls this case.

16 In Arizona, a defendant convicted of first

17 degree murder may be sentenced on the basis of the jury

18 verdict alone only to a sentence of life imprisonment.

19 The judge in Arizona has no power, no legal discretion

20 under the law to sentence a convicted first degree murder

21 defendant to death.

22 QUESTION: Well, if you’re correct, Mr. Hurwitz,

23 I take it we would have to overrule not merely Walton, but

24 Clemons against Mississippi, Cabana against Bullock, and

25 Spaziano against Florida.
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1 MR. HURWITZ: Your Honor, let me take those

2 cases separately because I do not think that at least two

3 of them are implicated by the position that we urge today.

4 Certainly Walton would be have to be -- would be

5 overruled because it’s directly on point.

6 And certainly, to the extent that Spaziano says

7 that a judge may, in the first instance, make the finding

8 of fact to -- to -- of -- of an aggravating circumstance

9 in order to allow a death sentence, it would be also -- it

10 would be also implicated and overruled by the position we

11 urge today.

12 With respect to Clemons, Clemons was a case in

13 which a jury made findings of fact on multiple counts that

14 allowed a defendant to be sentenced to ~ieath, and the

15 issue on appeal was rather whether, one of more of those

16 factors having fallen out, the remaining factors could be

17 weighed against mitigating factors for purposes of

18 determining in the sentencing phase, the discretionary

19 phase of the -- of the capital punishment issue, whether

20 or not there could be imposed a capital punishment at that

21 point. So, I do not believe that Clemons is implicated by

22 our position today.

23 Rather, our point is very --

24 QUESTION: How about Cabana?

25 MR. HURWITZ: Cabana, Your Honor, I suggest is a
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1 more difficult question. Its reasoning would be

2 implicated by our position today, but I -- as we suggested

3 in our brief, I think there is a distinction. In Cabana

4 -- or Cabana -- the issue was whether or not a particular

5 sentence, where all the facts necessary under State law

6 had been found by the jury, was unconstitutional as

7 applied to a particular defendant. That sort of as-

8 applied analysis is the kind of thing that judges

9 typically do. They look at the law and lay it next to the

10 facts of the case and determine whether or not that law,

11 as applied, is unconstitutional with respect to a

12 particular defendant or a particular sentence.

13 The issue posed by -- by this case and by

14 Apprendi is, I think, a quite different one. It is when

15 State law expressly requires a number of factors as a

16 prerequisite to the imposition of a particular penalty,

17 the maximum penalty allowed by law, whether or not the

18 State can systematically deny to defendants in those cases

19 the right to a jury trial.

20 QUESTION: What other States have schemes that

21 under your position would also fail the Apprendi test?

22 MR. HURWITZ: Your Honor, we -- I think we

23 attempted to summarize the -- the status on page 38 of our

24 brief. We think there are eight or nine States whose

25 systems would be implicated by this. But what is not

5
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1 clear in all of those States -- and to take Florida as an

2 example, Your Honor -- is whether or not in a system

3 which, as this Court suggested in Jones, where the jury

4 makes, by implication or by necessity, a finding of a

5 particular aggravating factor in order to recorpmend a

6 death sentence, whether or not that system would -- would

7 be affected by the principle that we urge. Certainly

8 those States where there is no jury involved in finding

9 the necessary aggravating circumstance would be the ones

10 that would be implicated, and I would suggest that that

11 category is probably somewhat less than the category in

12 footnote 35 of our brief.

13 It is clear, however, that whatever the effect

14 on other States, Arizona’s system precisely complies and

15 precisely matches up to the rule that this Court announced

16 in Apprendi. It is simply not possible in Arizona for a

17 judge to impose this sentence of death without first

18 finding a fact that Arizona’s State law specifies is

19 necessary for the imposition of that maximum punishment.

20 And under that circumstance, we suggest there is no basis

21 for distinction of Apprendi.

22 Now, the State has suggested in this case that

23 one basis for a distinction is that the Arizona statute

24 says, within one single statute, the range of punishment,

25 the possible punishment for first degree murder is either
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1 life -- life without possibility of parole, or death. But

2 I would suggest that distinction makes no difference.

3 Certainly in the Jones case, the precursor to

4 Apprendi, a case that this Court considered a year before

5 Apprendi, a single statute set forth the range of

6 punishment. In the Harris case, the case this Court

7 considered only several weeks ago, where the government

8 conceded that section 841, the drug statute, was covered

9 by Apprendi, several different punishments are set forth

10 in a single statute.

11 It is difficult to believe that Apprendi would

12 have been -- come out differently, that there would have

13 been a different result in that case, if the statute

14 instead read there’s a possible punishment of 20 years for

15 discharging a firearm with racial motivation, but the last

16 5 years may not be imposed. You may not exceed 15 years

17 in the absence of racial motivation.

18 QUESTION: If we were to accept your position,

19 Mr. Hurwitz, what would it do to the Federal Sentencing

20 Guidelines?

21 MR. HURWITZ: Mr. Chief Justice, let me focus on

22 only one aspect of the sentencing guidelines because it

23 seems to me that there’s no implication whatsoever for

24 downward departures and that the -- this Court has already

25 made clear, as the guidelines themselves say, that you

7

Alderson Reporting Company
111114th Street,NW. Suite 400 1 -800-FOR-DEPOWashington, DC 20005



1 can’t exceed the maximum sentence provided by the

2 underlying substantive statute.

3 So, if I can focus on the question of what would

4 happen --

5 QUESTION: Upward -- upward adjustments within

6 the maximum.

7 MR. HURWITZ: Yes, Mr. Chief Justice. With

8 respect to those, I think there is a distinction, and let

9 me suggest it to the Court.

10 In Arizona, the -- the judge simply has no legal

11 power, no discretion, no ability whatsoever to impose a

12 sentence greater than life in the absence of finding a

13 particular aggravating circumstance specified by the State

14 in its statutes.

15 With respect to the sentencing guidelines, a

16 judge has discretion, and we know that because you review

17 sentencing decisions for abuse of discretion. So, the

18 judge has the legal discretion to impose a sentence in

19 excess of the so-called presumptive range upon the finding

20 or upon noting in the record any number of particular

21 facts, not specified by statute.

22 QUESTION: Yes, but he didn’t -- it’s a strange

23 kind of discretion that can be reversed on appeal. He

24 doesn’t have discretion. The whole purpose of the

25 guidelines is to eliminate the discretion, to say you must

8
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1 give this sentence if these factors exist.

2 MR. HURWITZ: Justice Scalia, my point is, I

3 think, that in our case the judge has no power at all. He

4 can never find -- he can never exceed that particular

5 limit, the limit being life, in the absence of -- in the

6 absence of finding a fact specified by the State, a fact

7 chosen by the State as necessary to impose the sentence.

8 The sentencing guidelines strike me as somewhat

9 distinguishable because the range of factors that a judge

10 may choose to depart upwards is -- is by the guidelines

11 relatively unlimited.

12 QUESTION: Well, in -- in this case, the

13 aggravating fact was killing for pecuniary gain.

14 MR. HURWITZ: Correct, Justice --

15 QUESTION: And that was clearly implicit, if not

16 explicit, in the jury’s finding.

17 MR. HURWITZ: I -- I would suggest neither in

18 this case, Your Honor.

19 QUESTION: They didn’t find a robbery?

20 MR. HURWITZ: The jury found a robbery, but

21 under Arizona law, as the cases make quite clear, in order

22 in a felony murder case for there to be a finding of

23 pecuniary gain, or in any murder case to be a finding of

24 pecuniary gain, there must be a showing that the murder

25 itself was motivated by a desire for pecuniary gain. And
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1 the Arizona Supreme Court has said on three or four

2 occasions it is not enough that a murder was committed in

3 connection with a robbery or, indeed, even in connection

4 with a felony murder. The issue is motivation for the

5 particular homicide.

6 In this case, the Arizona Supreme Court said

7 expressly we can’t tell from the trial record why the

8 driver was killed. There is virtually no evidence in this

9 trial record as to why the driver was killed. It was on

10 the record made in the post-trial proceedings, the record

11 made on the basis of the accomplice testimony, that the

12 Arizona Supreme Court concluded that.

13 So, in this case when the Arizona Supreme Court

14 says two things -- one is the issue for’ pecuniary gain is

15 whether or not there has been proof of the motivation for

16 the murder, and second, in this case we can’t tell why the

17 person was murdered -- I would suggest there is neither a

18 necessary, implicit, or even logical finding by the jury

19 in this case of -- of pecuniary gain. The Arizona Supreme

20 Court I think addressed that issue quite straightforwardly

21 and directly.

22 Now, the State suggests that one distinction

23 between this case and Apprendi is the idea that these

24 aggravating circumstances are so-called sentencing

25 factors, not elements of the crime. But I think that --
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1 that argument was answered in Apprendi.

2 What this Court said in Apprendi was that the

3 real test is not one of labels. The real test is one of

4 function. Is this a fact that is necessary under the

5 State law to allow the judge to sentence somebody to the

6 maximum sentence provided by law? And plainly it is, and

7 whether you call these aggravating circumstances

8 sentencing enhancements or whether you call them elements,

9 you arrive, I would suggest, at the same result. This

10 case on its face is covered by Apprendi.

11 One way to -- one way to -- to get into that

12 issue is to -- is to imagine the following circumstance.

13 Let’s assume that Arizona law, instead of providing

14 precisely what it does now, said instead that the penalty

15 for first degree murder is life without -- is life with

16 possibility of parole. But that penalty may be increased

17 to life without possibility of parole upon finding of one

18 of 10 specific aggravating circumstances, so that we had

19 exactly the same statute that we have now, but at the

20 first level you get life with possibility of parole after

21 25 years, and at this next level, you got life without

22 possibility of parole. I don’t think there could be any

23 doubt, under those circumstances that on its face the rule

24 this Court set forth in Apprendi would apply.

25 QUESTION: I think that’s true, and I think that
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1 in the -- in the normal circumstance when a State does

2 something like that, even if it is not calling it an

3 element of the crime, it is an element of the crime.

4 What we have here, however, this -- this statute

5 was enacted in -- in what? ‘73?

6 MR. HURWITZ: Initially in ‘73, Justice Scalia.

7 QUESTION: Which was the year after Furman. And

8 what Arizona was saying was, you know, we -- we never

9 thought we had to have any finding of aggravated --

10 aggravating factors in order to impose the death penalty,

11 but the Supreme Court, in a decision that -- that had no

12 -- no rooting in the common law, said that we cannot

13 impose capital punishment without aggravating

14 circumstances. Okay. We’ll make a finding of aggravating

15 circumstances necessary and we’ll have that finding made

16 by a judge.

17 Now, I -- I don’t regard that as Arizona

18 adopting the aggravating circumstance as an element of the

19 crime, nor does the statute read that way. So, you’re --

20 you’re talking about something that is unprecedented in --

21 in the common law. You’re talking about a finding that

22 has been mandated by the Supreme Court and the issue is

23 whether the finding mandated by the Supreme Court has to

24 be made by the jury or -- or the judge. And we’ve said in

25 several cases that it’s enough if it’s made by the judge.
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1 Now, why isn’t --

2 MR. HURWITZ: Justice --

3 QUESTION: -- why isn’t that enough to resolve

4 the case?

5 MR. HURWITZ: Justice Scalia, if the -- if the

6 point here is that the State was forced to do this and,

7 therefore, this cannot be an element under the Apprendi

8 test, I would suggest that presents several analytical

9 problems.

10 The first is that this Court has said on any

11 number of occasions to the States, here is something that

12 must be in your law. The very same term that this Court

13 decided Furman or the year before, it decided Miller, and

14 in Miller it said if you want to have a’ constitutional

15 obscenity law, State, you must have a specific definition

16 in that State -- in the law of the kind of conduct that

17 you wish to -- to punish, the kind of -- the depiction of

18 the kind of conduct that you wish to punish. We’re not

19 telling you, States, by the way, what specific factor you

20 have to have. You decide. Here are some suggestions.

21 Arizona, the year after Miller was decided,

22 amended its statutes to add to its obscenity laws a

23 specific requirement with respect to proof of specific

24 types of sexual conduct. This Court made them do that.

25 The Constitution made them do that. But I do not believe
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1 it would be suggested that those specific elements of the

2 crime, those specific factors that are necessary to impose

3 the maximum punishment allowed by law, are somehow

4 exempted from the Sixth Amendment for that reason.

5 QUESTION: No, but in -- in the -- in the

6 obscenity field, we didn’t invite the kind of procedure

7 that -- that was adopted here by -- by establishing a

8 separate -- a separate category, the -- you know, the --

9 the guilt phase and the penalty phase. We -- we invited

10 the -- the severing of the trial into those -- into those

11 two portions. And it seems to me it’s up to us whether

12 the constitutional requirement that we’ve imposed upon the

13 States requires a finding by the judge or a finding by the

14 jury. It’s -- it’s simply not was simple as to say, well,

15 it’s an element of the crime and therefore has to be found

16 by the jury. It’s -- it’s rather what does the -- what

17 does the Constitution, as interpreted by this Court,

18 demand.

19 MR. HURWITZ: Justice Scalia, let me -- let me

20 come at that at -- at two levels.

21 The first one is I think the basic

22 constitutional principle that underlies the Sixth

23 Amendment. And that principle, as this Court articulated

24 in both Jones and Apprendi, is the notion that before

25 you’re handed over to the State and before the State is
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1 allowed to exact the maximum punishment permitted by law,

2 a jury of your peers is allowed to you to find those facts

3 to put the State in that position. Certainly that

4 principle is directly implicated by the death penalty

5 situation on its face. So, this underlying Sixth

6 Amendment principle strikes me as no different.

7 With respect to bifurcation, there is, of

8 course, no constitutional requirement that the aggravating

9 circumstances be found in a penalty phase of the trial.

10 This Court has made clear on any number of occasions that

11 the aggravating circumstances, these so-called narrowing

12 circumstances, the facts necessary under State law to

13 allow the imposition of a death penalty can be found in

14 the so-called guilt phase of the trial.

15 QUESTION: But if -- if Apprendi was based on a

16 long common law history, as -- as it certainly seems to

17 have been, wouldn’t that distinguish it from the

18 aggravating/mitigating, which certainly is not based on

19 common law history at all?

20 MR. HURWITZ: Mr. Chief Justice, it strikes me

21 that the common law history here makes the central

22 principle. The central principle in the common law

23 history is, after all, the one that Apprendi and Jones

24 articulate about the protection of the Sixth Amendment.

25 The procedure faced in Apprendi was not known at the
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1 common law. The procedure of having a specific

2 aggravating factor that might enhance a sentence was

3 unknown to the common law. Yet, this Court in Apprendi

4 said the basic Sixth Amendment principle that underlies --

5 underlied the adoption of the Sixth Amendment in 1791

6 should apply to this circumstance. I think that’s --

7 QUESTION: Mr. Hurwitz, may I ask why you have

8 -- you have certainly made a case about the aggravating

9 circumstances, but you haven’t put, as part of that case,

10 the so-called Enmund/Tison findings. And it seems to me

11 that if in Arizona someone can be put to death only if he

12 was the triggerman, or was a -- what is the other phrase,

13 a major participant, you haven’t made anything of those

14 factors, and I think if -- if the aggravating factor has

15 to be found by the jury, then surely those would have to

16 be as well.

17 MR. HURWITZ: Justice Ginsburg, that may well be

18 the case. As I think I suggested in response to the Chief

19 Justice’s initial question, it -- it has struck us that

20 there is a difference between the sort of as-applied

21 analysis that an Enmund/Tison finding requires, a

22 proportionality analysis, and the issue of whether the

23 State systematically denies with respect to a particular

24 factor that it’s picked out, and nothing in this Court’s

25 jurisprudence required the State to adopt any particular
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1 aggravating circumstance.

2 With respect to those particular factors, it

3 strikes us that’s at the core of Apprendi. I don’t resist

4 the suggestion that perhaps the principle in Apprendi

5 extends farther, and it extends to -- to the Enmund/Tison

6 findings. What I do suggest is that -- is that the core

7 of Apprendi, the very central holding of the case

8 necessarily extends to facts which the State itself has

9 said in its statutes are necessary in order to find -- in

10 order to allow the maximum punishment to be imposed by

11 law.

12 QUESTION: But -- but the other factor you

13 haven’t discussed is the mitigating circumstances.

14 MR. HURWITZ: Correct, Justice Kennedy.

15 QUESTION: The common law, in defining elements,

16 doesn’t usually have some factors on the other side that

17 -- that are mitigating. Perhaps -- perhaps you can

18 suggest some examples where they do. But again, this goes

19 very much, it seems to me, to show that this is part of

20 our Eighth Amendment protections that have been mandated.

21 In Apprendi, the judge could always, once he or she found

22 the racial animus, enhance the sentence; in fact, had to.

23 Here there’s still a balancing that has to take place and

24 -- and that -- that certainly is -- is not something

25 classically reserved for the function and province of the
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1 jury.

2 MR. HURWITZ: And that’s -- that’s correct,

3 Justice Kennedy, and we don’t suggest that mitigating

4 circumstances or circumstances that suggest leniency must

5 be found by the jury. It has always been the case that

6 once the judge was empowered to enter the maximum sentence

7 allowed by law, that judge could consider whatever factors

8 or the State could consider, in -- in whatever form it did

9 so, those factors that might provide for a sentence of

10 less than the maximum sentence allowed by law.

11 QUESTION: What about that kind of argument that

12 initially Justices Stewart and Powell and Stevens have

13 made, that there’s a necessary connection between the

14 determination that death in a case is not cruel and

15 unusual and the jury is doing the weighing in order to

16 show that it reflects a community sentiment in that

17 community that the death penalty is not cruel and unusual?

18 MR. HURWITZ: And, Justice Breyer, had this

19 Court accepted that as -- as a correct statement of the

20 Eighth Amendment, we obviously wouldn’t be here today.

21 We’re operating -- we’re operating with the constraints of

22 this Court’s decisions which have said that kind of jury

23 weighing, that kind of jury sentencing is not required

24 by--

25 QUESTION: Were it up to you, you would make
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1 that argument if you felt it was open.

2 MR. HURWITZ: If it were open, it’s an argument

3 we might make, but it is --

4 QUESTION: Well, presumably you would make any

5 argument that’s open to you.

6 MR. HURWITZ: We’re open.

7 (Laughter.)

8 MR. HURWITZ: To be sure, Mr. Chief Justice.

9 But -- but my point is it’s not an argument we

10 need make in this case. We are not suggesting that jury

11 sentencing is required. We are suggesting that jury fact

12 finding is required.

13 And if I might, let me suggest the difficulties

14 of adopting a rule that somehow has one’ -- one approach if

15 something was done pre 1972 and another one after. If

16 Arizona had adopted this very same statute identically

17 worded in 1965, when the ALl first suggested it as a

18 possibility to the States, it seems to me clear, on the

19 basis of Apprendi, that the aggravating circumstances

20 would be elements, or at least sentencing enhancements, as

21 the Court said, and required to be found by the jury.

22 QUESTION: But if it adopted the statute in

23 1965, it could have simply had the exact language that it

24 had and said the decision as to whether death or life is

25 simply up to the discretion of the judge, and it would
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1 have been perfectly okay.

2 MR. HURWITZ: Because Apprendi and Jones had not

3 been decided at that time, Mr. Chief Justice.

4 QUESTION: And because Furman had not been

5 decided.

6 MR. HURWITZ: To be sure. But my point is that

7 if this Court -- this Court will enact an unworkable

8 system if what it does is start looking at State statutes

9 and trying to determine whether or not particular factors

10 in those statutes arose in response to Furman, before

11 Furman, after Furman.

12 One example is suggested in our brief. The

13 State of New York in the mid-l960s determined to narrow

14 its capital punishment laws and apply them only when the

15 victim was a peace officer. Arizona made that decision in

16 1988. Was Arizona’s decision in response to a mandate

17 from this Court, or was Arizona’s decision because, as New

18 York, it made a policy decision?

19 QUESTION: Arizona has decided to apply its

20 capital punishment only to when the victim was a peace

21 officer?

22 MR. HURWITZ: No. That’s one of the -- one of

23 the narrowing circumstances in Arizona law. And my -- my

24 point, Mr. Chief Justice, is let’s assume two States, one

25 of which made that decision in 1965, and another one made

20
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1 that decision in 1988, and it was the only aggravating

2 circumstance that that State had adopted. Would this

3 Court then say, with respect to State number one, the

4 aggravating --

5 QUESTION: But here it’s a whole procedure

6 designed to have express mitigation and -- and aggravation

7 to be considered by the same trier of fact and balanced.

8 And you -- you seem to give again very -- very little

9 force to the mitigation aspect.

10 MR. HURWITZ: Justice Kennedy, I don’t mean to.

11 I think it is entirely appropriate and entirely possible

12 for a State to design that weighing and that mitigation

13 issue to a -- to a jury. But this Court has made clear,

14 not only in this context, but in other contexts, that --

15 that a defendant is not entitled to a jury trial to

16 establish mitigation from the maximum sentence that the

17 law might allow.

18 Once again, I would return, I think, to the

19 underlying Sixth Amendment principle, as this Court stated

20 it in Jones and Apprendi. The notion was in 1791 that

21 before a defendant was put, in effect, into the tender

22 mercies of the State to be -- to be subjected to whatever

23 sentence the law might allow, first that defendant got the

24 right to have a jury of his peers find the facts that were

25 necessary to do so. He did not have the right at that
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1 time to have a jury of his peers find whatever facts might

2 persuade the sentencer to give him less than the maximum

3 allowed by law.

4 So, I would suggest that when you return to the

5 underlying Sixth Amendment principle here, it does provide

6 a distinction between facts that would call for leniency

7 and facts that -- that are necessary under the State’s law

8 to impose a particular sentence.

9 QUESTION: Except that Arizona has designed its

10 system, and you could design other systems, but it’s

11 designed its system in order to sort out the most culpable

12 offenders and it uses this balancing mechanism.

13 MR. HURWITZ: Well, I would separate, Justice

14 Kennedy, the two parts of the death penalty process.

15 There is a sorting at the front end. There is a

16 narrowing that is required in order to determine which

17 defendants among all those convicted of homicide are, in

18 effect, the most culpable and can be sentenced to death.

19 There is a second proceeding. The second

20 proceeding is the sentencing proceeding. And what this

21 Court has made clear is that with respect to that first

22 proceeding, there must be specified facts. That’s the

23 Furman analysis. And that’s the aggravating circumstance

24 that we contend is required under the Constitution to be

25 found by the jury.

22
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1 With respect to the second decision, this Court

2 has made plain on any number of occasions that that can be

3 made a discretionary decision for the judge.

4 Proportionality measurements are no longer required at

5 that level. What this Court has said, however, is you

6 just have to let the defendant have the opportunity at

7 that circumstance to argue for individualized treatment or

8 to argue about leniency, to bring the facts pertinent to

9 his case to the attention of the court. So, I would

10 suggest it is at this first stage, this narrowing stage,

11 that the Apprendi principle applies.

12 QUESTION: What you’re saying is you’re not

13 entitled to a finding of -- of mitigation. You are

14 entitled to a finding of -- of aggravation.

15 MR. HURWITZ: Precisely so, Justice Scalia. And

16 I -- and I think not only are you not entitled to it, but

17 -- but there is nothing in this Court’s jurisprudence that

18 requires that the State specify a particular fact in

19 mitigation.

20 Here we have facts chosen perhaps under the

21 compulsion of the Constitution, but nonetheless chosen by

22 the State as necessary prerequisites to the punishment.

23 Unless the Court has other questions, I will

24 reserve the balance of my time.

25 QUESTION: Very well, Mr. Hurwitz.
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1 General Napolitano, we’ll hear from you.

2 ORAL ARGUMENTOF JANET NAPOLITANO

3 ON BEHALF OF THE RESPONDENT

4 MS. NAPOLITANO: Mr. Chief Justice, and may it

5 please the Court:

6 Opposing counsel began with Apprendi, but let me

7 take up on the suggestion by Justice Scalia that this case

8 really begins with Furman because after Furman, the States

9 were left with the mandate that death penalty decisions

10 could not be left unguided under the Eighth Amendment, but

11 requires a standard of judgment.

12 Some States imposed mandatory death sentences, a

13 practice this Court later found unconstitutional. In

14 contrast, Arizona amended its death penalty statute to

15 comply with Furman by adding a series of factors which the

16 judge would take into account in choosing between the

17 alternative punishments of life or death.

18 In Walton, this Court fully considered and

19 upheld the constitutionality of Arizona’s law. The

20 question now is whether at this late date Apprendi

21 requires you to overrule Walton. And the answer is no.

22 Apprendi is a Sixth Amendment issue. Furman, Walton, and

23 this case Ring concern the Eighth Amendment.

24 In addition, principles of stare decisis are

25 heavily implicated here because, as Chief Justice
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1 Rehnquist mentioned, there have been any number of

2 precedents in this Court that would be implicitly, if not

3 explicitly, overruled should this Court overrule Walton.

4 Let me, if I might, turn to two important

5 distinctions between Ring and -- and Apprendi. One is

6 substantive and one I would call formal.

7 The substantive distinction is this. The

8 sentencing statute in Arizona derived from Furman. It was

9 passed in 1973. The pecuniary gain aggravating factor was

10 one of the original aggravating factors in that statute.

11 There was never a -- a suggestion that Arizona was playing

12 a game, moving something that previously had been an

13 element into the sentencing factor side of the statute.

14 There’s never been any suggestion that this was anything

15 other than a way to decide which of all first degree

16 murders deserve the death penalty.

17 QUESTION: Are we going to have to try to figure

18 that out case by case with -- with respect to every

19 State’s statute, as Mr. Hurwitz suggested we -- we would

20 have to do?

21 MS. NAPOLITANO: Your Honor, I think --

22 QUESTION: I mean, what about the New York

23 statute that -- you know, that makes an aggravating

24 circumstance the death of a -- of a peace officer?

25 MS. NAPOLITANO: Your Honor, I think what you
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1 have to do is just look at what was the underlying first

2 degree murder statute, what is the underlying statute

3 which gives rise to the possibility of a death penalty.

4 In Arizona, the underlying first degree murder

5 statute has been the same since 1901, and in fact, around

6 the country, most first degree murder statutes can trace

7 their routes to England in terms of how they are defined,

8 the mens rea, the actus reus, and the causation

9 requirements.

10 QUESTION: But you’re --

11 MS. NAPOLITANO: It’s not a difficult process to

12 go through.

13 QUESTION: But you’re saying -- the implication

14 of what you’re saying is that any, in effect, departure or

15 innovation in the modern law which doesn’t have a clear

16 antecedent, at least as of the time of the -- of the

17 framing, is exempt -- is a fact exempt from the jury trial

18 requirement. I mean, that’s -- that -- we’d have to adopt

19 that rule in order to see it your way.

20 MS. NAPOLITANO: No. No, Your Honor, you would

21 not have to adopt such a blanket rule. What I am

22 suggesting is this. In a situation where you have a

23 statutory scheme that quite clearly, plainly, and

24 unequivocally derives from this Court’s Eighth Amendment

25 jurisprudence, some of the Sixth Amendment questions that
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1 were raised in Apprendi are not implicated. And you can

2 make --

3 QUESTION: So, if the State comes up with a new

4 condition, the jury trial guarantee applies. If this

5 Court comes up with it, for whatever reason, it does not

6 apply.

7 MS. NAPOLITANO: Not necessarily, Your Honor.

8 And it gets you into the discussion of what is the intent

9 of the legislature, what does it mean to be an element of

10 the crime in the first place. But under --

11 QUESTION: Why -- why does it matter whether

12 it’s an element or not? I mean, doesn’t Apprendi say call

13 it an element, call it a factor, we don’t care what you

14 call it? If it’s a fact necessary, et cetera, it’s got to

15 be found by the jury.

16 MS. NAPOLITANO: Well, I think in -- in looking

17 at McMillan and Jones and Apprendi and that whole line,

18 there has been a question created by this Court as what is

19 an element because if it’s an element, what this Court has

20 said is it has to be charged, it has to be proved beyond a

21 reasonable doubt, and it has to go to the jury. If it’s a

22 sentencing factor, if it’s -- if that’s what’s going on,

23 those requirements do not apply.

24 QUESTION: Well, let me -- let me go back. I --

25 in effect, I sort of put you off track here. You -- you
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1 were saying that there isn’t a simple distinction on your

2 theory between facts added by a legislature and facts

3 required by this Court. So, tell me -- tell me why there

4 isn’t such a distinction as -- as you’re arguing it now.

5 MS. NAPOLITANO: What we’re arguing, Your Honor,

6 is that when a fact is found purely for the purpose of

7 sentencing -- and -- and recognize the fact here murder

8 for pecuniary gain was never a part of the definition of

9 first degree murder. First degree murder is the

10 intentional killing of another or a felony murder with

11 certain underlying felony predicates. The jury found that

12 here. It was charged here. There was a death notice in

13 the actual indictment.

14 QUESTION: Right.

15 MS. NAPOLITANO: The jury was death qualified.

16 So, there’s no question of surprise here.

17 QUESTION: Well, are you -- are you saying then

18 that if a legislature adds a fact -- call it an element if

19 you want -- purely for purposes of determining the

20 sentence, that that too would be exempt from the -- the

21 guarantee of the jury trial?

22 MS. NAPOLITANO: I think it could be exempt

23 depending on the circumstances, yes, Your Honor.

24 QUESTION: But would it be -- I mean, is that

25 the theory that you’re arguing?
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1 MS. NAPOLITANO: Yes that there are --

2 QUESTION: I just want to know what you’re --

3 you’re arguing.

4 MS. NAPOLITANO: Yes, Your Honor. I’m sorry.

5 That there are some facts that the legislature is entitled

6 to find which don’t go to the definition of the crime but

7 go to the punishment. And this Court has never held that

8 there’s a Sixth Amendment right to jury sentencing.

9 QUESTION: What -- what do you do with the

10 broader principle which we express from time to time that

11 the -- the ultimate point of the jury right in -- in a

12 criminal case is to -- is to place the jury between the

13 defendant and the State? If -- if that’s a fair

14 statement, then you’re saying, well, only part way between

15 the defendant and the State.

16 MS. NAPOLITANO: In the death penalty context,

17 Your Honor, this Court has already limited the kind of

18 offenses for which the death penalty can even be a

19 possibility. So, you don’t have the kind of broad ranging

20 legislative discretion that you would in another

21 circumstance. That’s why I say you -- you -- in those

22 kinds of non-death cases, you may have to do a different

23 kind of analysis.

24 But in the unique context of the death penalty

25 world where you have to have either a first degree murder
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1 or a felony murder -- and if it’s a felony murder and you

2 have a non-shooter, you have to make the Enmund/Tison

3 finding, and that has to be made and can be made by the

4 judge -- there -- the legislature is not -- they’re not

5 charging the death penalty for jaywalking.

6 And then the question is, all right, is the

7 legislature entitled under the Eighth Amendment or does

8 the legislature under the Eighth Amendment have to channel

9 discretion? And they do.

10 And then the question is, does Apprendi somehow

11 require that that Eighth Amendment jurisprudence be

12 converted into a jury right on this -- on the aggravating

13 factors? And as this Court has said time and time again,

14 no, starting with Proffitt v. Florida all the way through

15 Walton. Poland v. Arizona is a great example where --

16 QUESTION: But -- but your -- your principle, in

17 fact, is broader than that because, as I understand it,

18 your principle is that what we have traditionally referred

19 to as sentencing factors -- maybe change that to a neutral

20 term, facts that bear solely on sentencing -- they can be

21 excluded from the -- the jury finding guarantee.

22 MS. NAPOLITANO: Yes. In the unique context of

23 the death penalty and then it remains for this Court to

24 decide whether you want to broaden it. But the rule

25 proposed by the petitioner here would be equally broad
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1 taken out of the death penalty context because you could

2 have no fact that enhanced a sentence that didn’t first

3 have to be found by a jury.

4 And in response to a question that was posed

5 earlier, that would throw into question the Federal

6 Sentencing Guidelines and their structure and -- any many

7 State sentencing structures where, once you are convicted

8 of a particular offense, the State law requires the judge

9 to give you a presumptive sentence unless he finds

10 additional facts, in which case he can depart upwards.

11 It’s not just the Federal Sentencing Guidelines that use

12 that structure. Many States use that structure. So, if

13 you are to hold that an aggravating factor even in a death

14 penalty case has to go to the jury, it ~is hard to imagine

15 why that wouldn’t extend throughout the sentencing systems

16 of the States.

17 QUESTION: General Napolitano, how many death

18 sentence case are there presently in Arizona that would be

19 affected by a reversal here?

20 MS. NAPOLITANO: We’ve had 89 death sentences

21 imposed since Walton, and approximately 30 are in some

22 type of direct review. So, it’s a substantial number, and

23 that’s just in -- in Arizona.

24 QUESTION: Maybe Apprendi throws into play some

25 of those earlier cases, even if you don’t agree with
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1 Apprendi or feel it’s quite limited.

2 What about the other cases I mentioned where

3 Powell and -- and Stewart -- Stevens all thought that a

4 jury should make this determination as part of the Eighth

5 Amendment jurisprudence because it’s very important that

6 the death penalty be applied only where opinion in that

7 community believes that it is consistent with the cruel

8 and unusual punishment prohibition?

9 MS. NAPOLITANO: Two responses to that, Your

10 Honor. One is this Court itself in a later case mentioned

11 that they thought judicial sentencing may, in fact, be a

12 better way to guarantee against the arbitrary imposition

13 of the death penalty.

14 QUESTION: The statistics seem to suggest that

15 it is absolutely no reason to think that.

16 MS. NAPOLITANO: The statistics seem to suggest

17 that there is absolutely no reason to think that jury

18 sentencing is any different, that they’re a wash. But

19 there hasn’t been a lot of literature on this subject.

20 And --

21 QUESTION: Well, yes, but there has -- there was

22 a long -- you know, Potter Stewart went into all of this.

23 MS. NAPOLITANO: Yes.

24 QUESTION: Go ahead. I don’t want to interrupt

25 you. I’m sorry.

32

Alderson Reporting Company
111114th Street, N.W. Suite 400 1 -800-FOR-DEPOWashington,DC 20005



1 MS. NAPOLITANO: But --

2 QUESTION: I want to hear your answer. Now,

3 please go ahead.

4 MS. NAPOLITANO: Well, the jury is involved in

5 this case. The jury is a protector in this case. This

6 was an indicted case, indicted for first degree murder.

7 That went to the grand jury. It was then presented to the

8 petit jury. They made the determination about the felony

9 murder. They weighed the evidence. They knew or were on

10 notice that this was a death case. The jury right was

11 embraced here, just as it was pre Furman. The only

12 difference is the post-Furman addition of the sentencing

13 factors.

14 QUESTION: No. The difference is that the

15 individual juror does not have to take the individual

16 responsibility of saying I as a human being have decided

17 that this person should be sentenced to death. Now,

18 that’s quite a difference.

19 MS. NAPOLITANO: Your Honor, even under

20 petitioner’s argument, an addition -- and a -- and a juror

21 may not have to make that decision because even

22 petitioner’s argument says, we just want them to find a

23 fact.

24 QUESTION: That’s true.

25 MS. NAPOLITANO: We still say it’s okay for the
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1 judge --

2 QUESTION: I -- I grant you that. That’s why --

3 MS. NAPOLITANO: So, go ahead and do the

4 weighing and so forth.

5 QUESTION: I -- I -- you’re quite right on that.

6 That’s why I want to see what the answer to the full

7 argument is on your part.

8 MS. NAPOLITANO: Well, the answer is that the

9 jury here is embraced and is performing the function of

10 juries that has come down from colonial times ‘or pre-

11 colonial times. There’s nothing •different. The jury has

12 to find intent to kill. The jury has to find a death.

13 The jury has to find causation. The instructions are the

14 same to the jury.

15 QUESTION: But it could make all those findings

16 and it would not authorize the death penalty.

17 MS. NAPOLITANO: Excuse me?

18 QUESTION: It could make all those findings that

19 you just recited, and yet the law of Arizona would not

20 permit the imposition of the death penalty.

21 MS. NAPOLITANO: The jury verdict at that case,

22 under that part of our statute, would say that the maximum

23 death penalty is death. But you’re right, Justice. It

24 can’t be enforced until the judge conducts the second

25 sentencing hearing.
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1 QUESTION: Unless the judge makes an additional

2 finding of fact.

3 MS. NAPOLITANO: He must find an aggravating

4 fact and then he can find -- weigh those against the

5 mitigators and make the determination as to whether death

6 is the appropriate punishment.

7 But again, this is part of the process this

8 Court has dictated to the States to determine which of the

9 worst murders deserve the worst penalty.

10 QUESTION: General Napolitano, the -- the

11 expanded argument that Justice Breyer is -- is suggesting,

12 which -- which isn’t urged by Mr. Hurwitz, is really an

13 Eighth Amendment argument rather than a Sixth Amendment

14 argument, isn’t it? That is, the fact that the jury

15 should also be required to do the weighing and to make the

16 final determination that this person deserves the death

17 penalty. That’s not a Sixth Amendment argument; it’s an

18 Eighth Amendment.

19 MS. NAPOLITANO: I think it could be construed

20 as an Eighth Amendment argument, yes, Your Honor.

21 And -- and as I said at the beginning of my

22 argument, this whole situation, this whole statute derives

23 from Furman and from the Eighth Amendment. It does not

24 implicate the Sixth Amendment or the concerns that were

25 expressed in Apprendi.
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1 And let me, if I might, go to the stare decisis

2 part of my argument, because it’s not just the cases you

3 listed, Your Honor, that I think would be implicitly

4 overruled, but let me give you a list: Proffitt v.

5 Florida, Spaziano, Cabana v. Bullock, which does allow

6 the --

7 QUESTION: But do you think it’s perfectly clear

8 -- you cite a couple of Florida cases -- that if the

9 Florida advisory jury made the findings of fact that would

10 be -- make them -- the defendant eligible for the death

11 penalty, that that case would be covered by the decision

12 in this case?

13 MS. NAPOLITANO: Yes, and I think it’s important

14 to understand how the Florida system works under Florida

15 law. What happens is after conviction, the jury hears a

16 separate sentencing proceeding.

17 QUESTION: Correct.

18 MS. NAPOLITANO: And it comes out with really a

19 unitary form, and all that form says is life or death. It

20 does not specify which aggravating facts the jury may have

21 found or which mitigating facts the jury may have found.

22 And then the trial judge takes that form --

23 QUESTION: But supposing it did just to -- just

24 to go with me on the -- on the hypo.

25 MS. NAPOLITANO: Okay.
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1 QUESTION: Supposing, as a part of the

2 procedure, the judge did require the jury to accompany its

3 recommendation with a finding of fact as to the

4 aggravating circumstance. Would that then be covered by

5 this case?

6 MS. NAPOLITANO: I think it would, Your Honor,

7 because you’re still allowing the judge to make the final

8 determination. And if the judge is able to disagree on

9 the facts --

10 QUESTION: But that’s the Eighth Amendment

11 issue. The judge is making the final determination but

12 not necessarily -- but it would be supported by a jury

13 finding that was sufficient to authorize the death

14 penalty.

15 MS. NAPOLITANO: In this case, the jury finding

16 of first degree felony murder authorized the death

17 penalty. The question was, could it be imposed and what

18 is the -- what is the way to do --

19 QUESTION: It doesn’t authorize it without an

20 additional finding by the judge.

21 MS. NAPOLITANO: It authorizes the judge to go

22 forward and conduct a separate sentencing hearing.

23 QUESTION: In some -- in some States, it’s my

24 understanding that the jury simply makes a finding that

25 the aggravating circumstances outweigh the mitigating
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1 circumstances without specifying either. Now, would that

2 be affected, at least by Justice Breyer’s argument?

3 MS. NAPOLITANO: I think it -- it could

4 conceivably. I mean, I -- you know, what we’re dealing

5 with here is a very difficult --

6 QUESTION: But -- but isn’t it clear that the

7 aggravating circumstances could not outweigh the

8 mitigating circumstances unless there were a finding of at

9 least one aggravating circumstance?

10 MS. NAPOLITANO: Yes.

11 QUESTION: Which in turn --

12 MS. NAPOLITANO: But you could have --

13 QUESTION: -- would make him eligible for the

14 death penalty.

15 MS. NAPOLITANO: I -- yes, Your Honor, but you

16 could have the situation such as a State like Florida

17 where the judge doesn’t know what aggravating circumstance

18 was found, and you’re still --

19 QUESTION: Well, he doesn’t know which is found,

20 but he knows that one is found. It seems to me if you say

21 that’s not enough, then you are making the Stewart Eighth

22 Amendment argument, aren’t you?

23 MS. NAPOLITANO: Yes. And -- and the -- the

24 problem there is if the Eighth -- if an aggravating

25 circumstance is found by a jury and the judge doesn’t know
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1 what it is, and the judge still has to go through all of

2 the evidence and do the weighing as to what weight that

3 aggravating circumstance should find versus the

4 mitigating, the basic -- one basic question is, well, what

5 is the function of the jury there anyway? What is the

6 protection the Sixth Amendment is providing to a defendant

7 there?

8 And I would suggest that a defendant such as

9 Ring and such as a defendant in Florida has already

10 received all the protections that the Sixth Amendment

11 entitles him or her to. And all that is going on here is

12 a narrowing process where the judge’s discretion is

13 actually being narrowed in sentencing, not broadened. In

14 Apprendi, you could actually say the di~cretion was being

15 broadened, the same as in Jones, but it is being narrowed.

16 QUESTION: Yes, but it’s narrowed to the extent

17 that he now knows he must make an additional -- one single

18 additional finding of fact in order to put this man to

19 death, which is -- the jury has not made that finding of

20 fact.

21 MS. NAPOLITANO: Well, yes, Your Honor, at a --

22 at a statutory level in Arizona that is absolutely true.

23 QUESTION: That’s what your Supreme Court says

24 is the case here.

25 MS. NAPOLITANO: Yes.
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1 Now, in -- in the Ring case, there -- there is

2 the issue of the fact that he was convicted of armed

3 robbery and conspiracy to commit armed robbery.

4 QUESTION: May I ask if you disagree with your

5 opponent’s analysis of the pecuniary circumstance issue?

6 He says that there’s a difference between armed robbery on

7 the one hand which is for a pecuniary purpose and the

8 pecuniary motivation in a death case, and that has to be

9 the motivation for the killing itself, is that the robbery

10 -- robbery alone would not satisfy that. Do you disagree

11 with that?

12 MS. NAPOLITANO: Yes, Your Honor. And I would

13 cite the -- this Court to State v. Gretzler which is cited

14 in our brief.

15 But on the record before this Court and on

16 the --

17 QUESTION: You’d cite State v. Gretzler to the

18 Court.

19 MS. NAPOLITANO: Yes. It’s in our brief, Your

20 Honor. It’s an Arizona Supreme Court case.

21 But I would also add that in this case, based on

22 the trial transcript and the sentencing hearing

23 transcript, which are part of the joint appendix before

24 the Court, it’s very clear that the reason Mr. Magoch was

25 killed was because he unfortunately was the driver of an
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1 armored car that Mr. Ring decided to rob.

2 QUESTION: I -- I agree when you say sentencing

3 transcript, but what about just the guilt phase

4 transcript? Would you make the same -- the same --

5 MS. NAPOLITANO: Yes, I would, Your Honor

6 QUESTION: -- draw the same conclusion?

7 MS. NAPOLITANO: Yes, Your Honor, and -- and I

8 think that’s why the jury convicted him of armed robbery

9 and conspiracy to commit armed robbery and rendered a

10 unanimous verdict on the felony murder portion even though

11 they didn’t render a unanimous verdict on the

12 premeditated --

13 QUESTION: General Napolitano, will you correct

14 me if I’m wrong about this, but I thought that the proof

15 at the trial itself didn’t even place the defendant at the

16 scene of the crime. Certainly he was involved in planning

17 it. They -- but they didn’t even place him at the scene

18 of the crime at the trial. That didn’t come up until

19 sentencing when the co-defendant testified. So, how could

20 the jury have made the finding that he killed for

21 pecuniary gain when he wasn’t even at the scene?

22 MS. NAPOLITANO: Your Honor, it goes to the fact

23 that he was at a minimum a major -- major conspirator in a

24 conspiracy that resulted in the death of an armored car

25 driver. The purpose of the conspiracy was to rob the
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1 armored car. The jury, by finding the armored car

2 robbery, the -- the membership in the conspiracy, and then

3 the sentencing court and then later the Arizona Supreme

4 Court making the Enmund/Tison finding impliedly, if not

5 explicitly, proved the pecuniary gain issue.

6 But if there’s any question for this Court on

7 that point, and should you be inclined to overrule Walton,

8 which you should not, that’s a matter that always could be

9 remanded back to the State Supreme Court for further

10 explanation.

11 QUESTION: Would you tell me how one would

12 explain to a citizen that you can’t get 5 years added on

13 to your sentence unless the jury makes the critical

14 finding, but you can be put to death wi’th the judge making

15 the critical finding?

16 MS. NAPOLITANO: Because, Your Honor, the -- the

17 difference is what is the source of the punishment. Where

18 does it come from? What is the source of the sentencing

19 at issue? And in the prior situation, in a -- in a non-

20 death penalty case, what the Court has been doing and what

21 Apprendi does is expand the range of the jury trial. But

22 what the Court has not done is expand the Eighth Amendment

23 protections that it -- that it incorporated onto the

24 original elements of first degree murder for death penalty

25 cases and say not only are these Eighth Amendment issues,
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1 now we’re going to even transfer it further and make them

2 Sixth Amendment issues. And -- and the implications are

3 large.

4 QUESTION: It seems to me that you’re making a

5 novel application of the principle we’ve repeated several

6 times, that death is different.

7 MS. NAPOLITANO: Death is different.

8 QUESTION: Yes.

9 MS. NAPOLITANO: I mean, there’s no doubt about

10 it, Your Honor. And -- and your jurisprudence has said

11 that. But, you know, you don’t have this kind of

12 elaborate sentencing procedure in a non-death case either.

13 I mean, this is all driven by -- by Furman and all of

14 Furman’s progeny to make sure that we are getting the

15 right defendants and imposing the right penalty on those

16 defendants. And that’s an Eighth Amendment issue and has

17 not been, by this Court, expanded to the Sixth Amendment.

18 And -- and again, if this Court were to overrule

19 Walton and reopen all of the cases in Arizona, at least

20 that are on direct review and in the other States, it’s

21 hard to imagine how you then would not also have to

22 overrule Clemons, Hildwin, Poland, all the cases we’ve

23 cited to the Court before, because they all recognize and

24 state that these cases are different and that there is a

25 separate rule for the judge in these kinds of cases.
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1 QUESTION: The -- the difference obviously is

2 that, of course, it’s different. It’s worse, not better.

3 So, the obvious argument is that if you’re going to insist

4 that a jury find a fact that could enhance a sentence from

5 10 years to 15, surely a jury, when you’re under the

6 Eighth Amendment or the Sixth Amendment, should find the

7 fact that could enhance the sentence from life in prison

8 to death. I mean, I think that’s what it’s --

9 MS. NAPOLITANO: Well, I think that’s --

10 QUESTION: -- is the underlying point here.

11 MS. NAPOLITANO: I think that’s petitioner’s

12 basic argument, and -- and our response is it’s more

13 complicated than that. That doesn’t really answer the

14 question because in the death penalty w~rld, the case law

15 is different, the tradition is different. This is all a

16 creation of Supreme Court precedent, really not of the

17 common law as it came down through colonial times. And

18 what is going on here are additional protections for a

19 defendant, not fewer protections for a defendant.

20 And remember, in this case, you know, if you

21 just took the -- the literal language of Apprendi and --

22 and didn’t go beneath it, and you took the literal

23 language of the Arizona first degree murder statute, the

24 maximum penalty under the statute is death, and the judge

25 is simply making a choice between life or death. And the
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1 jury’s verdict authorizes the judge to go forward and

2 enter into that sentencing proceeding. And that is a

3 procedure that this Court has embraced, upheld, and

4 specifically said does not violate the Sixth Amendment.

5 QUESTION: Would you comment on your opponent’s

6 suggestion that that would apply to other statutes like

7 the drug statute? The maximum penalty under the same

8 statute is life in prison and so forth, but nevertheless,

9 Apprendi applies. Or Apprendi itself -- supposing the two

10 -- instead of two statutes, there had been one. Would

11 that have made a difference?

12 MS. NAPOLITANO: You know, in the statutory

13 analysis that Apprendi suggests, part of that analysis is

14 you have to look at each statute and how it was

15 constructed and so forth. I don’t know whether

16 automatically it would apply because, again, as I’ve made

17 the argument today, the Eighth Amendment death penalty

18 cases just are different.

19 But, again, if you overrule Walton, it -- it is

20 hard to imagine how any judge would have the authority

21 under the Sixth Amendment to find any kind of fact that

22 would be used to enhance a sentence. And if that’s what

23 Apprendi is supposed to mean, that’s a very, very broad

24 ruling.

25 QUESTION: To -- to enhance a sentence beyond

45

Alderson Reporting Company
111114th Street, N.W. Suite400 1 -800-FOR-DEPOWashington,DC20005



1 that which was otherwise authorized by law by the jury’s

2 verdict.

3 MS. NAPOLITANO: Well, or enhance a sentence

4 beyond the presumptive sentence, because what’s the

5 difference between a sentence authorized and a presumptive

6 sentence set forth in either guidelines or in legislation?

7 We’re cutting very fine hairs here.

8 And I think the ultimate question is, what is

9 the role of a jury? Was that jury’s role embraced by

10 Arizona? Yes. Did the role of the jury in this case

11 change at any time from what it was pre-Furman to post-

12 Furman? No. Did the jury in this case know it was a

13 death case? Yes. Did the defendant know it was a death

14 case? Yes. Everyone knew it was a death case. There’s

15 no surprise. There’s no adding on at the end, oh, by the

16 way, we’re going to ask for an additional 10- to 20-year

17 enhancement like they did in Apprendi or an additional 10-

18 year enhancement as in Jones. None of that happened.

19 This was a death case from the beginning and it should be

20 a death case now.

21 Thank you, Your Honors.

22 QUESTION: Thank you, General Napolitano.

23 Mr. Hurwitz, you have 4 minutes remaining.

24 REBUTTAL ARGUMENTOF ANDREWD. HURWITZ

25 ON BEHALF OF THE PETITIONER
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1 QUESTION: Mr. Hurwitz, would you address the

2 question that General Napolitano made about this is an

3 Eighth Amendment requirement, not a Sixth Amendment

4 requirement, and that’s a huge difference?

5 MR. HURWITZ: I -- I will, Justice Ginsburg. It

6 seems to me that the State’s position is that when a fact

7 is required by State law at the policy whim of legislators

8 in order to impose the maximum punishment allowed by law,

9 that fact gets Sixth Amendment protection. But when a

10 fact is required by the Constitution or by decisions of

11 this Court, that it somehow obtains less Sixth Amendment

12 protection. I would suggest there is no basis in the

13 jurisprudence of this Court for that kind of conclusion.

14 What the Attorney General seei~ns to be saying to

15 you today are two things. First, the State doesn’t like

16 Apprendi. Hence, the distinction between facts that we

17 added in order to impose sentences and facts that were

18 elements of the crime. But I suggest that problem was

19 solved in Apprendi.

20 The separate question is whether or not, as

21 Justice Stevens put it, death is so different as to

22 require a different rule than in Apprendi. And I would

23 suggest that the purpose of the Sixth Amendment here, the

24 protection of the right to jury trial, applies with no

25 less force under a circumstance where the enhanced
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1 sentence may be from life to death than under a

2 circumstance where the enhanced sentence may be from 10

3 years to 12 years.

4 It may well be true that this Court’s Eighth

5 Amendment jurisprudence is unique, but in the context of

6 the Sixth Amendment, in the context of the facts necessary

7 and specified by State law, in order to allow the maximum

8 punishment allowed by law, there should not be an Eighth

9 Amendment exception.

10 The State has chosen to make specific facts

11 necessary for the imposition of the ultimate sentence, and

12 when the State chooses to do so, whether it chooses to do

13 so because it merely thinks it’s a good idea or it chooses

14 to do so because the Constitution of th~ United States

15 requires it to do so, the same Sixth Amendment principle

16 ought to obtain. And that Sixth Amendment principle is

17 that you’re entitled to have the jury find those facts.

18 With respect to the question Justice Breyer

19 asked -- and I think as clarified, it’s important to note,

20 the second issue is really an Eighth Amendment issue, and

21 that Eighth Amendment issue is not one that we -- that we

22 urge in this case. But even if you don’t urge that Eighth

23 Amendment issue, the underlying Sixth Amendment issue

24 strikes us as precisely the same. And therefore, you may

25 have a system under which a judge can do this ultimate
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1 weighing, this ultimate discretionary decision at the

2 second level of whether this is a particular penalty

3 that’s appropriate for this defendant. But the State’s

4 narrowing, the State’s choosing of factors and putting

5 them in its law and saying to the defendant, this is a

6 fact that must be found before you can receive this

7 maximum sentence, is a Sixth Amendment point.

8 One final point. With respect to notice, this

9 is plainly not a notice case. I don’t believe Apprendi

10 would have come out a single bit differently if, before

11 his trial, Mr. Apprendi was told you’re going to be tried

12 on the firearms charge and at the end of the charge, the

13 judge is going to determine whether there’s racial

14 motivation and he’s going to give you ai additional

15 sentence. Apprendi was not about notice. This case is

16 not about notice.

17 This case is, however about that central Sixth

18 Amendment point, and I would suggest to the Court that try

19 as you might, unless you simply say in the end we’re going

20 to have a different rule for capital punishment, you can’t

21 distinguish the issues in this case and the underlying

22 Sixth Amendment principle from the principles in Apprendi.

23 And for that reason, we suggest that this case is

24 controlled by Apprendi and that the sentence of death

25 imposed on this petitioner was inappropriate under the
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1 Sixth Amendment.

2 CHIEF JUSTICE REHNQUIST: Thank you, Mr.

3 Hurwitz.

4 The case is submitted.

5 (Whereupon, at 12:00 p.m., the case in the

6 above-entitled matter was submitted.)
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1. Requestfor Information (RFI)

This requestfor informationis intendedto seekindustryandotherinterestedparties’ input into a
numberof questionsrelativeto the design,build andoperationofan AuthenticationGateway
describedin Section5. The releaseofthis RFI is partof anindustry communicationsstrategythat
is designedto seekinput from anumberof venuesthathaveincludedTechnologyDayon June7,
2002,andIndustryDayheldon June18, 2002.

This RFI is requestingcommentsandinformationon specificquestionsthatrelateto acquisition,
funding,government/industrypartnerships,broadtechnicalconsiderations,future
visionldirection,credentialevaluationandmapping,administrationandmanagement,record
retentionandprivacy.

2. Goal of the RFI

The goalof this RFI is to continuetheFederalgovernmentdialoguewith industry andother
communitiesof interest,andto ensureto the maximumextentpossiblethat industry inputand
commentsandotherinformationaregivenproperanddueconsiderationin developmentof the
AuthenticationGateway.The informationreceivedin responseto this RFI maybe consideredin
the developmentof anysubsequentstatementof work, mayserveas input to policy
considerations,andis intendedto obtaina “senseof theindustry”. Theinformationreceivedwill
beconsideredandmaybefactoredinto future decisions.Whentheresponsesto the RFI are
receivedtheywill be evaluatedandanalyzed.A reportwill be preparedthatwill detail the results
of theRFI. Proprietaryinformationsubmittedaspart ofresponsesto the RFI shouldbeclearly
identified andwill not be disclosed.

3. Scope

ThisRFI presentsandrequestsinformationon conceptsandapproachesthat thegovernmentis
contemplatingfor government-wideauthenticationservices.ThisRFI is focusedon threeareas:
technology,acquisitionandpolicy/administration.Thesethreeareaswill affect the design,build
andoperationofthe Gateway.The governmentneedsto exerciseduediligencein its
considerationofissuesthat mayarisein anyoneof thethreeareas.

ThisRFI containsthe following subsections:

• Descriptionsof theE-AuthenticationGatewayPrivacy,PoliciesandTechnology
- PrivacyFrameworkNeeds
- DiagramDescriptions

• DirectedTopicsfor Responses
- Acquisition
- Government/IndustryRelationships
- Technical
- CredentialEvaluationand“Mapping”
- Compliancewith GovernmentMandatesfor ProtectionofPrivacyInformation
- Digital CredentialProviders(DCP)
- Anonymous Access
- SessionManagement

GSA RFI No. T02-ALD-001. 3



- PCI Gateway

4. Responsesto RFI are due on August 8, 2002.

This RFI is for planningpurposesonly and shall notbe construedas arequestfor proposal(RFP)
or as anobligationon thepartof theGovernmentto acquireanyproductsor services.The
Governmentdoesnot intendto awardacontracton the basisof thisRFI or otherwisepayfor the
informationsolicited. No entitlementto paymentof director indirectcostsor chargesby the
Governmentwill ariseas aresultof submissionofresponsesto this RFI andthe Government’s
useof suchinformation.

Responsesto thisRFI mustbedivided into nine sections. The ninesectionsmustcorrespondto
the DirectedTopicsfor Responsesin Section6 ofthis RFI. Pleaselimit yourresponseto 50
pages.Additional materialsmaybeplacedin anappendix(marketing,technicalliterature,etc.)
Respondentsto this RFI maybe requestedto provideadditionalinformation/detailsbasedon their
initial submittals.Unnecessarilyelaborateresponsescontainingextensivemarketingmaterials
arenot desired.

All informationcontainedin this RFI is preliminaryandsubjectto modificationandis in no way
bindingon the government.The Governmentprefersthatno proprietaryor confidentialbusiness
databe submittedin responseto this RFI. However,responsesto this RFI that indicatethat the
informationthereinis proprietaryorrepresentsconfidentialbusinessinformationwill bereceived
andheld in confidencefor U.S.Governmentuseonly. However,GSA’s intent is to developa
subsequentstatementof work from theaggregateof the informationprovidedfrom industryasa
whole.

Sendquestions/concernsregardingthis RFI via e-mail to thomas.crowderC~gsa.govwith a copy
to reva.hutchinson@gsa.gov.Responsesto this RFI areto be submittedandaddressedto Thomas
Crowder,with a copyto RevaHutchinson,at theabovereferencede-mail address,no later than
August8, 2002. Responsesshouldinclude the name,telephonenumberande-mail addressofa
pointof contacthavingauthorityandknowledgeto discussresponseswith government
representatives.All correspondenceconcerningthis RFI shouldreferto GSA RFI No. T02-ALD-
001.

5. Descriptionsof E-Authentication Privacy, Policiesand Technology

5.1 Privacy Framework Needs

5.1.1 Background

Public trust in the securityofthe informationexchangedovertheInternetwill playa vital
role in anelectronicgovernmenttransformation.The governmentmustaddressthe issues
ofuserauthentication,confidentialityandintegrity ofdatatransferred,andtheability to
hold transactingpartiesaccountablewhennecessary.Thus,solutionsthatprovidethis
typeof protectionare critical componentsof anorganization’scybersecurityprofile.

The currentadministration,recognizingthe needfor identity authenticationto implement
an E-Government,initiated theE-AuthenticationInitiative. Commonauthentication
servicesfor useacrossgovernmentagencieswill reducetheburdenon thepublic and
better leveragethegovernment’sinvestments.

5.1.2Purpose

GSA RFI No. T02-ALD-001. 4



This sectionof theRFI presentskey concepts,policy anddesignissuesandneeds
associatedwith thedeploymentof a FederalE-AuthenticationGateway.It containsan
overviewofthe authenticationinfrastructurethatis critical to achievethe President’s
ManagementAgendafor E-Government(Figure5.1.2). It alsopresentsthe proposed
operationalconceptoftheGatewayandits corerequirements.This RFI is intendedas
input andsupportin assistingtheFederalgovernmentin establishinga designthatfits
within the Federalenterprisearchitectureframework,as it conductstesting,and
evaluationfor ongoingE-Governmentauthenticationandidentitymanagementneeds.

5.1.3 Overview of the Authentication
Gateway

Expanding E-Government to enhancecitizen-
centric governmentservicesis a key initiative of
the President’s domesticmanagementagenda.
To advancethis agenda,theAdministration
establishedthe E-GovTaskForcein July2001
underthe Office of ManagementandBudget Figure5.1.2

(0MB). The TaskForceidentified thekey
F-Governmentinitiatives acrosstheFederal
Governmentbestpositionedto supportthemanagementagenda.In November2001,the
President’sManagementCouncilapproved24 initiatives.These24 initiatives (Figure
5.1.3)definedgovernmentservicesandbusinesstransactionswithin four segments:
citizen, business,government,andinternaloperations.All of the initiatives represent
cross-agencyeffortsandare targetedfor implementationwithin 18 — 24 months.In
addition,all requiresomedegreeof authenticationto supportsomeor all of thebusiness
servicesandtransactions.It is recognizedthatthe four segmentshavedifferent
characteristics,andthusdifferentauthenticationrequirements.

To supportthe needsofall of the initiatives,
the E-AuthenticationIntegratedProject
Team,managedby theGeneralServices
Administrationwasdirectedto provide
commonauthenticationservicesand
infrastructure,andenterprisearchitecture
support.To accomplishthis,the
E-AuthenticationTeamplansto build
andoperatea web-based _____________________—
E-AuthenticationGateway.

The Gatewaywill providecommon
authenticationservicesandsinglesign-on
capabilityfor all E-Governmentservices.
The objectiveis to providea setof
common,sharedservicesthatall Federal
agenciescanusefor authenticatingthepublic
aswell as Federalusers. ____________________________

Figure5.1.3

President’s ManagementAgenda

J” Priority: MakeGovernmentcitizen-centered.
5 Key Government-wideInitiatives:

• StrategicManagementofHumanCapital
CompetitiveSourcing
ImprovedFinancialperformance
ExpandedElectronicGovernment

• BudgetandPerformanceIntegration
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The E-AuthenticationTeamis committedto implementingprototypeGateway
authenticationservicesbeginningOctober2002with productionauthenticationGateway
servicestargetedfor September2003.TheproductionGatewaywill be scaledto support
all 24 initiativesas well as otherE-Govbusinessneedsfor authenticationacrossagencies.

5.1.4.GatewayPurposeand Scope

5.1.4.1Purpose

To providecommonauthenticationservicesin supportof FederalF-Government
programs.The Gatewaywill providesinglesign-oncapabilitysothat usersof
F-Governmentservicesdo not haveto sign-onseparatelyfor eachagency
applicationbeingaccessed.

5.1.4.2Scope

Initially the F-AuthenticationGatewaywill be scaledas a prototypeservice.
Agencieswith applicationsapprovedby thePresidentsManagementCouncil as
part ofthe Administration’sE-Gov strategy(seeFigure5.1.3)and,potentially,
otheragencyE-Gov applicationsthat are ready,maybe authorizedto usethe
Gateway.Ultimately, all Federalagencieswith E-Govemmentprocesses
requiringauthenticationwill be able to usethe Gateway.

5.1.4.3Types of Authentication Accepted

The Gatewaywill betechnologyagnostic,in otherwords,it will acceptmultiple
formsof authenticationanddiffering credentials.Thismayrequirethat the
Gatewaysupportmultiplevalidationprotocolsto ensurethecurrentvalidity and
authenticityof credentials.It mayalsorequirethe establishmentof an
organizationalentity andprocessto determinetheacceptabilityandtrustof
different forms of credentials.Currently,theFederalgovernmentsupportssuch
anaccreditingentity only for digital credentialsissuedusingPublic Key
encryptiontechnology(i.e., the FederalPKI Policy Authority)1.

5.1.4.4Users

Theuserpopulationfor the24 E-Gov initiatives is verybroad. Initially, the
numberof usersandapplicationsmaybe limited,at leastuntil the full scalability
ofthe Gatewayis assured,but the ultimate scopeofuserswill includeall
citizens,businessesandgovernmentagenciesin the U.S. Use of the Gatewaywill
be voluntaryfor thepublic.

5.1.4.5Authorized Uses

Initially, the only authorizedusesof the Gatewaywill be to supportthe 24

FederalE-Gov initiatives and,potentially,otherkeyE-Govinitiatives thatare

TheUnitedKingdomhelpedestablishTSchemeto operatein this capacity.

GSA RFI No. T02-ALD-001. 6



readyfor suchauthenticationservices.Ultimately anyFederalagencywith
E-Gov servicesrequiringauthenticationwill be able to usetheGateway.The
Gatewayis not contemplatedfor authenticationservicesoutsideof the Federal
government.Use of the Gatewaywill be voluntaryto Federalagencies.

Figure5.1.5

The Authentication Gateway

Thehigh-levelschematicabove(Figure5.1.5)presentsthe generalcontextof the
Gateway.TheGatewaywill beInternet-basedandlinked directly to FirstGov,theweb-
basedportal to the Federalgovernment.As indicatedby the schematic,the Gatewaywill
be accessedthroughthe FirstGovportal andthroughdirect links with agencyapplications
requiringauthentication.

Following arecoreprinciples for the Gateway:

• Eachlevel of informationassurancehasspecific identityauthenticationrequirements
andmayusea differentauthenticationsolutionto determinetrust

• If anindividual requiresa higherinformationassurancelevel to transactbusiness,
theywill be ableto upgradeto thenextassurancelevel,providedthattheymeetthe
requirementsfor the higherlevel

• An identity assurancethatallowsaccessat ahigherassurancelevel will beaccepted
by processesrequiring lower assurancelevels

The F-AuthenticationTeamis currentlydevelopingrequirements.Thebusinessmodel
for usingtheGatewayhasnot yetbeenestablished.However,it is expectedthat agencies
will enterinto a MemorandumofUnderstanding(MOU) with GSA in orderto clarify
rolesandresponsibilitiesandto authorizeagencyuseof theGateway,similar to relying
partyagreementsthatagencieshaveexecutedfor ACES.

5.1.5 GatewayCore Functionality

GSA RFI No. T02-ALD-00l. 7



5.1.5.1Enrollment

• Agencieswith applicationsrequiringauthenticationwill enroll in the
Gatewayby executingaMOU with GSA

• The enrollingagencywill specifythe level ofauthenticationrequiredfor
eachapplicationthroughtheMOU

• It is anticipatedthatGSA will maintainanauthorizationcontrolsystemon
behalfof the agencyapplications.Theauthorizationcontrolwould ensure
that authentication requirements meet the assurancelevelsspecifiedfor each
Agencyapplication.This systemwill be alogical, rules-basedsystemfor all
applicationssupportedby theGateway

5.1.5.2Validation of Credentials

• The Gatewaywill validatetheauthenticityof credentials.The Gatewaymay
needto supportmultipleprotocolsfor suchvalidation.Standardprocesses
andprotocolsfor thevalidationofpublic key certificatesare in placetoday.
Thispublickey validationfunctionis performedby crosscertifyingthrough
theFederalBridgeCertificationAuthority. The Federalgovernmentmay
find it necessaryto establishstandardprocessesandprotocolsfor validating
otherformsofidentity credentials

• The Validationprocesswill includequeryingthe credential-issuingentities
concerningthe authenticityof the credential.This mayrequireagreements
betweentheGatewayoperatingauthorityandthecredentialissuers

5.1.5.3AgencyApplication Interface

• The Gatewaywill supportauniform interface(s)with agencyapplications

• The gatewaywill supportadefinedprotocol(s)for interfacingwith agency
applications.Theprotocolwill includepresentingthe informationconcerning
theauthenticateduserin a standardway for the agencyapplicationsto accept
thatinformation

5.1.5.4Legal and Policy Structures

GSA is authorizedto providegoodsandservicesto the entireFederal
government.Suchservicesincludeinformationtechnologiesandsecurity
services.The GSA hasstatutoryauthorityto provideIT andE-Gov services,such
as thosecontemplatedfor the F-Authenticationinitiative, to the Federal
government.Similarly, GSA establishedtheAccessCertificatesfor Electronic
Servicesprogram(ACES) for PKI servicesandCommonAccessCardprogram
for smartcardservices,underthis statutoryauthority. Theseserviceofferingsare
availablethroughgovernment-widecontractawards.Thesecontractsprovidefor
theissuanceofidentitycredentialsto Federalemployeesandto thepublic. GSA

GSA RFI No. T02-ALD-001. 8



establishedthe legal structurefor theseservicesthroughlegally bindingcontracts
with third-partyserviceproviders.In addition,otheragencieswith morelimited
authoritieshavepotentially suitableservicesfor segmentsofusers,which will be
leveraged,to the extentpossible.GSA intendsto provideGatewayserviceswith
oneor morethird-partyserviceproviders.

The protectionof privacyandprivateinformationis aprimarypolicy objective
for theGatewayandF-Authenticationservices.It is not contemplatedthat the
E-AuthenticationGatewaywould collect or maintainpersonalinformation.The
Federalgovenmientwill ensurethat the Gatewayandthe F-Authentication
servicesareusedonly for their intendedpurposesas describedabove. The
GatewayandotherE-Gov servicesandinfrastructurewill complywith and
supportthe Office of ManagementandBudgetFederalinformationprivacy
standards,requirementsandguidelinesfor F-Government.

5.1.6Next Steps

The F-AuthenticationTeamwill proceedwith buildingthepolicy andprivacyframework
(e.g.,policies,practices,reviews,communications)for the AuthenticationGatewaythat
will leadto publicconfidenceandtrustin usingFederalE-Gov services.Severalkey
stepswill be taken:

• Conductrisk assessmentsfor all 24 F-Governmentinitiatives to determinethe
appropriatelevelsof assuranceandmapto knownclassesof credentials

• Map businessprocessesandtechnicalsolutionsto the datasecurity,privacy,and
protectionrequirementsof the systemof recordsandGatewayoperations

• Design,test and,beginningin September2002,deploythe Gatewayprototype

• Conducta full andopencompetitionfor the acquisitionofa fully functional
Gateway,whoserequirementswill bebasedon the lessonslearnedfromthe
prototypedeployment

• Evaluateandtestthe ProductionGatewayfor large-scaledeploymentandrollout in
September2003

• Determinetheneedfor anddevelop,as appropriate,brandingandmarketingfor the
AuthenticationGatewayand/orthePresidentsManagementCouncilF-Government
strategyin orderto furtherbuild trust andprotectthe government’sE-Gov services

5.1.7Privacy Requirements

Informationto bemaintainedby the Gatewaywill includepersonallyidentifiable
information.The PrivacyAct of 1974 5 U.S.C. 552aAs AmendedrequiresFederal
Agenciesto protectpersonallyidentifiable information.It statesspecifically:

• Eachagencythat maintainsa systemof recordsshall:
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- Maintain in its recordsonly suchinformationaboutanindividualas is relevant
andnecessaryto accomplishapurposeof theagencyrequiredto be accomplished
by statuteor by executiveorderof thePresident

- Collectinformationto thegreatestextentpracticabledirectly from the subject
individualwhentheinformationmayresult in adversedeterminationsaboutan
individualsrights,benefits,andprivilegesunderFederalprograms

- Maintainall recordswhichareusedby theagencyin making anydetermination
aboutany individual with suchaccuracy,relevance,timeliness,andcompleteness
as is reasonablynecessaryto assurefairnessto the individual in the determination

- Establishappropriateadministrative,technicalandphysicalsafeguardsto insure
the securityandconfidentiality ofrecordsandto protectagainstanyanticipated
threatsor hazardsto their securityor integritywhich couldresultin substantial
harm,embarrassment,inconvenience,or unfairnessto any individual on whom
informationis maintained

• To properlyprotectcitizendata,severalissuesmustbe addressedwith respectto
privacy:
- The useofinformationmustbecontrolled
- Informationmaybeusedonly for anecessaryandlawful purpose
- Individualsmustbeinformedin writing of theprincipalpurposeandroutineuses

of theinformationbeingcollectedfrom them
- Informationcollectedfor aparticularpurposeshouldnot be usedfor another

purposewithout thedatasubject’sconsentunlesssuchotherusesarespecifically
authorizedor mandatedby law

- Any informationusedmustbesufficiently accurate,relevant, timely and
completeto assurefair treatmentof the individual

5.2 DiagramDescriptions

The following diagramsandrelatedtext identify notionalconceptsin theevolving
F-Authenticationprocess.The first is meantto showonepossibleinteractionwith a
governmentagency.The secondshowspreliminaryfunctionalprinciples.

5.2.1 IllustrativeProcessFlow Concept

Figure5.2.1,F-AuthenticationProcessFlow Concept,depictsanoverviewof the
F-Authenticationgatewayconceptandhow it maywork, followed by a descriptionof the
stepsrepresented.This is onepossibleconfigurationofan illustrativeprocessflow. The
governmentis interestedin otherpossibleprocessflows.
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Figure 5.2.1: E-Authentication ProcessFlow Concept

The following interactionscouldtakeplacein atypical F-Authenticationsession:

The scenariodescribedbelowassumesthe userinitially discoversthedesiredE-Gov
applicationvia aportal, suchas FirstGov.gov:

• A usercomesto anofficial governmentwebportal
• At the portal,the userselectsanF-Govapplicationsuchas onefrom the Social

SecurityAdministration(SSA)
• Beforethe userbeginsinteractingwith theSSA application,theportal queriesthe

E-Authenticationgatewayfor SSA’s authenticationlevel requirements(e.g.,mustbe
level 114 in theexampleabove).(Thegatewayretrievesthe authenticationlevel
requirementsfrom federatedlistsanddatabasesanddoesnotnecessarilystorethe
informationlocally.) Recommendationsareneededon quality of service
requirements— whatshouldbedoneif agencysystemcannotsupport

• Thegatewayconveysto theuserthe authenticationlevel requirementsandqueries
the userfor a credentialmatchingor exceedingtherequiredlevel

• If the userdoesnot havea digital credentialof theappropriatelevel, theusermaygo
to athird party(calleda Digital CredentialProvider[DCP]) to obtainthe appropriate
digital credential

• The user’sdigital credentialis presentedto the gateway
• The F-Authenticationgatewayvalidatesthe user’sdigital credentialvia a validation

service(this stepmaybetransparent)
• If thedigital credentialis valid, thegateway’sresponseto this effectis conveyedto

the SSA applicationand/ortheuser. If thecredentialis not valid, theuseris informed
thattheir digital credentialhasbeenrejected

FrstGov.gcv
Webmge

SSA - .4
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5.2.2 Preliminary Functional Principles

Figure5.2.2,F-AuthenticationGatewayScope,showsthe anticipatedscopeof the
E-Authenticationgatewayandits interactionswith credentials.

• Thefront-endinterfaceof theF-Authenticationgatewayprovidesauniform
communicationinterfacefor the agencyapplications,portals,andusers.The back-
endinterfacehandlescommunicationswith validation respondersandvalidation
services.It is alsoexpectedthatthe gatewaywill beable to communicatevia the
manydisparatecommunicationprotocolsrequiredby the commercialandlegacy
validationrespondersandservices

• A usercanaccessthe agencyapplicationdirectly andthe agencyapplicationhasthe
option ofvalidatingthe user’scredentialsor usingthe F-Authenticationgatewayto
validatethecredentials

• The scopeof the gatewayis specific to authenticationonly of usercredentialson
behalfof agencyapplications.Agencyapplicationsmanagepermissionsandall
accesscontrols(authorization)for their systems

• Oncethe userhasbeenauthenticatedby the E-Authenticationgatewayfor accessto
oneagencyapplication,the usermayormaynot berequiredto re-authenticateat
anotheragencyapplicationusingthe gateway,baseduponpoliciesrelatingto
“session”management

• Digital credentiallevelsanddigital credentialmechanismsareexplicitly separated
technologically.Digital credentialscancomein various“levels”. The conceptof a
“level” relatesto the trustworthinessof a credential.It maybe a cardinalvalueor an
algorithmicscore.Digital credentialpresentationmechanismsareanticipatedto
includePIN andpasswords(includingone-timepasswords)andPKI-based(including
X.509v3 certificatesandsmartcards)

Risk Assessment = Risk Profile

Figure 5.2.2: E-Authentication GatewayScope
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• A usermayhavemultiple digital credentials,at the sameor differentlevels. If the
userobtainshigherlevel credentials,the lower level credentialsarestill useable
whereappropriate

• If a userhasno digital credentials,the governmentwill provideinformationon
credentialrequirementsandwill maintainalist of digital credentialproviders(DCPs)
thatoffer digital credentialsof the appropriateor higherlevel

• Supportfor validationof credentialsto supportanonymousaccessto agency
applicationsis alsoexpected

5.2.3 Context Diagram

Figure5.2.3, ContextDiagram,is apictorial representationof the samplecomponent
rolesandhowtheyinteractwith theF-Authenticationgateway.

Agency

Aoolications

Figure 5.2.3: Context Diagram

• A usermayaccessanagencyapplicationin the following threeways:
- Directly
- By visiting theportal andclicking on a link for theapplication(Theportalmay

be agovenmientportal or aprivateportalof a DCP)
- Via the portal as aproxy to the application,i.e., all communicationsbetweenthe

userandthe agencyapplicationmust flow throughtheportal

• Agencyapplications(AAs) mayusetheF-Authenticationgatewayto authenticate
userswho accessthe applicationdirectly, ratherthanthroughtheportal. In thatcase,
AAO could be usedto provideconsistentinteroperationsamongthe componentroles

• The PrivateConsumerInformation(PCI) Gatewayis a specific technicalrole defined
to addresstheconceptof sharingofinformationamongthe components,assuming
appropriateuserpermissions,policiesandproceduresarein place.The PCI gateway
supportsthetechnicalcapabilityto transferinformationcollectedandmaintainedby

Digital Credential
Providers & Validation

Services

Concel

(not physical entities)

“utilizes”
(not necessarily comm.) G2C

G2B * In accordance with 0MB Privacy
020 Management Guidelines
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others.Beyondthatrequiredfor loggingpurposes,it is not anticipatedthattherewill

be privateconsumerinformationcollectedor maintainedat or by the gateway

5.2.4 Componentsof the GatewayAuthN Services

Figure5.2.4: Digital CredentialProviders(DCP) andValidation Services(VS), depicts

the componentsof theDCPsandtheirrelationshipto the F-Authenticationgateway.

digital credential
& challenge
response

credential status
& AuthN leval

Figure 5.2.4: Digital Credential Providers (DCP) and Validation Services(VS)

• Figure4 illustratesvalidationof servicesvia directaccessto theDCP andvia

validationservices,wherethe validation servicedoesnot actuallyissuecredentials.

5.2.5 Summary of Functional Principles

• Browser
- Sessionmanagementvia non-persistentcookiesif userpermits
- “No cookie” option mustbe supported

• Portal
- PresentsE-Gov servicesavailableto users
- May request user credentials (via AAO)
- Maybe session manager
- Via “opt in” — User may indicate location of preferences

• AgencyApplication
- Acceptsuserrequestsfor services

- Mayrequest user credentials
- May utilize GW to authenticateusercredentials
- May authenticateusercredential
- Maintainslist/databaseof Authentication(AuthN) level requirements
- ManagesAuthorization(AuthZ)

• Gateway
- Requestsvalidationof credentialsfrom DCP
- ReturnsGW responsetype[including authenticationrequirementslevel]

Pdvate Censurrer Info
~a ~-— presided dunng
apØicatbn

Oedentials issued
VR “-. Validation Responder

Validation svc
cA~DAVE

• Com’rercial
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- May be sessionmanager

• DCP
- Issues and manages credentials
- Responds to status/validation requests
- Highly federated

6. Directed Topics for Responses

6.1 Acquisition

Thegovernmenthasat its disposala numberof contractingvehiclesfrom which
authenticationgatewayservicesmaybeobtained.Theseincludethe FederalSupplyService
(FSS)multipleawardschedules,numerousgovernment-wideagencycontracts,or the ability
to createanewcontract.Thepurposeof this sectionisto ascertainif industry hasa
preferencefor aparticularcontractvehicletype.

• ExistingContracts
- Isyour companya primecontractoron aGovernment-WideAgencyContract

(GWAC) as ofthis writing? If so,whichone(s)?
- Are youa subcontractorfor aprimethat is on a GWAC?If so, which GWAC and

whichprime?

• Multi-vendorcontractaward— The governmentcontemplatesthatthe long-term
objectivesof the F-AuthenticationGatewaymaybebestservedthroughamultipleaward
with commonfunctionalandcontractualrequirements.Thisconfigurationwouldrequire
coordinationandinteroperabilityamongmultiple awardeesin orderto providecommon,
seamlessservicedelivery andsinglesign-oncapability. Input is requestedonthe viability
of this approachandthetechnicalandpolicy considerationsthatwouldbenecessaryfor
interoperableauthenticationservicesfor useragencyapplicationsin a multiple award
configuration

6.2 Government/Industry Relationships

The governmentis interestedin determiningif thereareuniqueandinnovativewaysto build,
fund, andadministertheGatewaydevelopmentandsubsequentoperationthatwould
accomplishthe government’sbusinessobjectives,leverageinvestmentandoperationalcosts
andresponsibilities,andfacilitate the long-termviability ofthe Gatewayservices.

• CommercialValue of GatewayComponents— The governmentanticipatesthat therewill
be severalcomponentsof the Gatewaythat mayhavebroadcommercialappealto
industry andnon-Federalgovernmentalentitiesandotherorganizations/communities.
Thesecomponentsinclude:
- The AuthenticationRequirementsLevel (ARL) profile. The ARL profile will clearly

defineauthenticationlevelsrelativeto transactiontypesandtherisksassociatedwith
them.It is envisionedthat theARL profile will providefor authenticationservices
rangingfrom strongto lessthanstrong.This Profile maybe “branded” to allow for
easyidentificationandassociation,andto permitmarketingandbranddevelopment
to developpublic confidenceandtrustin the Profile
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- CredentialEvaluationandMappingScheme.The governmentenvisionsthatit will
be necessaryto developand administeraschemefor evaluating,“accrediting”, and
mappingdifferentforms of credentialsthatcanbeusedto authenticateusersfor
F-Gov services.Suchcredentialswould includeboth Federalgovernment-issued
credentialsandcredentialsissuedbynon-Federalentity

- CredentialValidation Services.The governmentanticipatesthat some,if not all, of
the credentialsrequiredfor authenticationwill requirevalidationof currentstatus
and/orauthenticity.Validation Services,as depictedin Figure1 of thisRFI, will be
requiredandmaybeperformedby governmententities, theGatewayService
Provider(s),or otherentities

The govenimentanticipatesthatthesecomponentsand,potentially,othercomponentsof
the Gatewaymayhavecommercialappealandvalueto the privatesectorandotherpublic
sectorsectorentities.The governmentrequestsinformationon the following:

- Whatis thecommercialvalueof the F-AuthenticationGatewayand,in particular,the
Gatewaycomponentsdescribedabovein the privatesectoranddo thesecomponents
andserviceshavebroaderbasedapplicationthanjust for the Federalgovernment?

- In whatwayscanthe governmentleveragethat valuewith industry in termsof
innovativefunding strategies,suchas sharein savings,costsharing,fee for service,
subscriptionfees,or otherapproaches?

• The DevelopmentandAdministrationof GatewayComponents— Thegovernment
anticipatesthatthe developmentandadministrationof the Gatewaycomponents
describedaboveand,potentially,othercomponentsof the Gatewaymaybe facilitated
througheffortsalreadyunderwayin industry.The governmentseeksinformationon the
existenceof industry-basedefforts to developandadministerservicecomponentsneeded
for the Gatewayandthe applicationof thoseeffortsto theFederalE-Govinitiative. In
particularthe governmentseeksinformationon:
- Whatare thepotentialrelationships(contractualandotherwise)betweengovernment

andindustrythat could facilitatethe developmentandadministrationof Gateway
servicesandhow is it envisionedthat it would work?

- What is the valuepropositionfor suchrelationships/partnerships?What is thevalue
to the government?What is thevalueto industry?

- Are thereanyparticularalliances,consortiaor standardsbodiesthatthegovernment
shouldbeparticipatingin? If so,what are they?

6.3 Technical

• ResponseTypes— It is anticipatedthatthe gatewaywill providethe following typesof
responsesfor useby theagencyapplication:
- An “anonymousticket” (similar to movie tickets) thatdo not containuser-specific

information,andthat areusedfor anonymousaccess.Thepresenceor possessionof
ananonymousticketmeansthat somecriteriahavebeenmet. Thereis no way for an
agencyapplicationto obtainadditionaluserinformationautomatically.

- A “pass”(similar to anairline pass)thathasa full, stand-alonepayload,which
containsthe user’ssubmittedcredentials.There is no needfor anagencyapplication
to obtainadditionaluserinformationautomatically.

- A “partial pass”which containssomeuser-specificinformation,andwhich anagency
applicationuseto obtainadditionaluserinformationautomaticallyif desired.
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A “voucher” (e.g.,an ephemeralhandleor index into a databaseto with which
additionaluserinformationis obtained).Thereis no user-specificinformationin a
voucher.

Pleasecommenton thesesuggestionresponsetypes.Are theysufficient,or are additional
typesneeded?Are their existing,applicable“standards”in this area?

• APIs — Pleaseprovidearchitecturalandtechnicalinformationand/orrecommendations
on applicableAPIs for considerationfor usein the E-Authenticationgatewaysystem.(As
appropriate,pleasediscussfrom theperspectiveof easeof interfacingto theportal,
gateway,AAs, andDCPs.)

• Applicablestandards— Pleaseproviderecommendationson applicablestandards(e.g.,
applicationcommunicationprotocols,sessionmanagementtechniques,etc.) that should
beconsideredfor usein the F-Authenticationgatewaysystem.A part of the gateway
strategyis anopendesignanda desireto allow thegatewayto evolvewith technology.
(Asapplicable,pleaseconsiderinteractionsbetween:theportal andthe gateway;the
portal andagencyapplications{AA5]; AAs andthe gateway;thegatewayanddigital
credentialproviders[DCP5].) (Pleaseapply aflexible definition to theterm“standards”.
Pleasefeel freeto commenton ISO standards,IFTF, RFCs,OASISstandards,de facto
standards,bestcommonbusinesspractices,etc.)

• Architectureconstraints(e.g.,useof federatedmodels)
- Pleaseprovidearchitecturalandtechnicalinformationas well as viability

considerationsregardingan implementationwherethe E-Authenticationgateway
providesauthenticationservicesonly; whereauthorizationandaccessprivilege
informationis neithermaintainednormanagedat theF-Authenticationgateway(e.g.,
authorizationandaccessprivilegeinformationmaintainedandmanagedat theAA or
at aportal).

- Pleaseprovidearchitecturalandtechnicalinformationas well as viability
considerationsregardinganimplementationwherethe F-Authenticationgateway
providesvalidationof credentialson behalfof the AA, whenAAs areaccessed
directlyby theuser,via theportal as a setof links, andvia theportal as a“proxy” for
theAA.

- Pleaseprovidearchitecturalandtechnicalinformationas well as viability
considerationsregardinganimplementationwherethe F-Authenticationgateway
determines if theusercredentialpresentedfor validationmeetsor exceedsthe AA
identityauthentication(AuthN) requirementsfor the requestedservice,wheretheAA
AuthN requirementinformationis maintainedin federatedlists/databases(e.g.,not
locatedas partof the F-Authenticationgateway).

- Implicationson AuthZ of this federatedAuthNprocessgiventhe highly diverse
AuthZ environmentoftheFederalgovernment.
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• Scalability strategies
- Pleaseprovidearchitecturalandtechnicalinformationregardingscalabilitystrategies

andconsiderations.(Considerthis in the contextof anticipatingcontinuedincreased
public usagethat exceedstimely responsecapabilitiesof the initial gatewaysystem.)

• Interoperabilitywith multi-vendor,multi-sectorapproach
- Pleaseprovidearchitecturalandtechnicalinformationregardingan implementation

wheremultiplegatewaysby differentvendorsaredeployed.(Pleaseelaborateon
circumstanceswhereF-Authenticationsessionsbegunin onegatewaycouldbe
transferredto anothergateway.Are thereestablishedstandards[e.g., SAML] that are
applicablein this scenario?)

• SessionManagement— Pleaseprovidearchitecturalandtechnicalinformationregarding
sessionmanagementstrategies.Pleaseaddressissuessuchas: accessvia traditional
wirelessdevices(e.g.,cell phones,PDA5); accessvia browsersconfiguredto prohibit
cookies;sessionmanagementtransferbetweendifferentgateways;ephemeralhandlesor
keys to minimizeusertrackingvis-a-visactivity logs;etc.)Also, pleaseprovide
suggestionsfor howanagencyapplication(AA) couldcorrelateephemeralsession
handlesto staticentriesin thatAA’s customerdatabase.

• Conceptualdrawingsanddiagramsidentifyingalternativeprocessflows to those

identifiedaboveareencouraged.

6.4 Credential Evaluation and “Mapping”

Pleaseprovidearchitecturaland technicalinformationconcerningmethodsfor establishing,
mappingandmaintaininga finite butpotentially largespectrumof digital credential
relationshipsandequivalences.Considerapplicablestandardsandprotocolsfor exchangeand
communicationof credentialcharacteristics,currency,issuingbasesandinterfacingwith
Agency applicationsboth modernandlegacy.

6.5 Compliancewith GovernmentMandates for Protection of Privacy Information

The governmentanticipatesthatthe F-AuthenticationGatewaywill not maintainlocally
storedpersonalinformationotherthanstandardlogs of authenticationtransactionactivity.
The governmentintendsthatanyof theinformationthatmustbe maintainedby theGateway
for transactionauditpurposeswill berequiredto meet,at aminimum,all protection,
confidentiality,anddisclosurerequirementsof the FederalPrivacyAct. As statedabovein
thisRFI, the governmentanticipatesthatthe servicesof the Gatewaymayhavebroader
commercialandpublic sectorapplicationthanjustfor Federalservices.The government
requestsinformationon thewillingnessofpotentialprivateandpublic sectorparticipantsand
usersof Gatewayservicesto meettherequirementsof thePrivacyAct andotherFederal
requirementsassociatedwith theprotectionof personalinformation.

6.6DCPs

The governmentanticipatesan operatingenvironmentwheredigital credentialsissuedby
entitiesotherthanthegatewayaresubmittedto andvalidatedby the gatewayto meet
authenticationrequirementsof AAs. It is expectedthatthe communityofdigital credential
providers(DCPs)will behighly federated.As indicatedin Section6.2 ofthis RFI, the
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governmentenvisionsthat it will be necessaryto developandadministervalidation
processes.The governmentrequestsinformationon this approachfrom potentialDCPs
pertainingto:

• Whatis thewillingnessof potentialDCPsto participatein the FederalF-Gov
authenticationprocess?

• Whatarepotentialprocessesandforums for the developmentof schemasfor evaluating
typesof credentialsfor differentassurancelevels?In particular,the governmentis
interestedin informationon industry-basedforums thatcouldbeusedto meetthe
government’sobjectives.

• Whatarethe businessmodelsfor DCPsfor the authenticationservicesaspresentedin
this RFI?

6.7 AnonymousAccess

Whattechnologiesareavailablefor anonymousbut authenticatedaccess?What is the
maturityof suchtechnology?Is it scalableto alevel appropriatefor usewithin the
F-Authenticationprogram?

6.8 SessionManagement

Whattechnologyis or is not requiredfor sessionmanagement?Cansinglesignon solutions
be providedwithoutsessioncookiesbeingutilized?

6.9PCI Gateway

Pleaseprovideinputon thefollowing:

• To identify the requestingagencyapplicationis authorizedto receivetherequesteduser
information.

• Whereshouldthat agencyauthorizationinformationbe stored?

• How a userpre-authorizesreleaseof user-selectedprivateinformation?

• Situationswheretheuserdoesnot givea pre-releaseauthorization,but yetagenciesare
permittedby law to share?
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7. Glossary of Terms and Acronyms

Term/Acronym Definition
AAn An “arbitrary” AgencyApplication
ACES AccessCertificatesfor ElectronicServices
API ApplicationsProgrammingInterface
ARL AuthenticationRequirementsLevel
AuthN Authentication
AuthZ Authorization
CAM CertificateArbitration Module
CRL (digital) CredentialRevocationList
DAVE (path)DiscoveryandValidation Engine
DCP Digital Credential Providers
FBCA FederalBridgeCertificationAuthority
FirstGov Governmentwide portal found atwww.firstgov.gov
FPKIPA FederalPublic Key InfrastructurePolicyAuthority
FSS FederalSupplyService
G2B Government— Businesstransactions
G2C Government— Citizentransactions
G2G Government— Government transactions
GSA GeneralServicesAdministration
GW Gateway
GWAC Government-wideAgencyContract
IETF InternetEngineeringTaskForce
ISO International Standards Organization
MOU Memorandumof Understanding
OASIS Organizationfor theAdvancementof StructuredInformation

Standards
0MB Office of Managementand Budget
PCI Private ConsumerInformation
PDA PersonalDigital Assistant
PKI Public Key Infrastructure
RFC Requestfor Comment
SAML SecurityAssertionMarkupLanguage
SSA SocialSecurityAdministration
VS (Digital Credential)Validation Service
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